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XiSecure SAP Integration Kit 2.1.0 Release Notes

Release Date: GA release 15-July-2011

This document contains information that relates to enhancements, modifications, and outstanding

issues about the product or information that was unable to be incorporated into the final product
documentation.

The document also contains information on any functional modifications to this release. We advise
users to review this document prior to performing installation, upgrade or configuration. Access the

Client Services portal if you have any questions regarding this release, https://support.paymetric.
com.
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Compatibility and Requirements

This section highlights the basic compatibility for this release. See the XiSecure SAP Integration
Guide for more detailed requirements.

SAP: SAP 4.6¢, Support Pack 48 and higher
SAP 4.7. Support Pack 22 and higher
SAP ECC 5.0 Support Pack 7, and 6.0

PAS: Minimum version 2.5.0

Supporting Documentation

This release is supported by the following documents:
e XiSecure SAP Integration Guide, version 200
e PAS Install and Configuration Guide. version 250
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Install and Configuration Notes

Installation Notes

This is a full transport; there are no setup or configuration instructions specific to this
release. Refer to the standard product documentation set.

Configuration Notes

There are no configuration notes specific to this release. Refer to the XiSecure SAP
Integration Guide.

New Features / Enhancements

Authority Checks Added
The following authority checks been added:

e An authority check performed for the given transaction code when using CALL
TRANSACTION

e Authorization checks performed on RFC-enabled function modules
Issues Addressed
N/A. This release is for new functionality.
Known Issues
N/A. There are no known issues for this release.

Prior Release Information

Prior Release Features

Version |Description

1.4.0 N/A. There are no new features in this release.
1.4.1 N/A. There are no new features in this release.
1.5.0 N/A. There are no new features for this release.
2.0.0 Data Intercept (DI) for SAP Added

To assist our customers with their PCI compliance efforts, Paymetric has added
DI functionality in the XiSecure SAP Integration Kit completely removing any
entry of credit card numbers in their SAP Systems. The functionality can be
integrated via a conversion routine or F4 search help.

DI for SAP allows the user to retrieve a token from...
e the Customer Master,
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Prior Release Features

Version

Description

e the DI Web GUI (aka DI Standalone URL) and copy it into the credit card
number field with a simple click,

e a local or network file containing a single token saved from the DI Web
GUI or a file that contains multiple, commonly-used tokens for easy
reference.

Refer to the product documentation for details on integrating and using DI for
SAP.

Prior Release Issues Addressed

Version

Description

1.4.0

Decryption User Exit Issue
Associated Tickets: FP-PM 903

Modifications were made to ensure the decrypt user exit is called correctly from
various functional modules.

Invalid Token Message Spamming Application Event logs
Associated Tickets: FP-Dev 52

Decryption calls were being made with a blank token causing a message on the
application event log but no impact to the transaction processing. Validation
has been added to check the format and only make the decrypt call if it is in
the correct token format; thereby, eliminating the message in the application
event log.

Short Dump /PMENC/PSAMPLE
Associated Tickets: FP-Dev 26

Modifications were made to eliminate a short dump when viewing data in the /
PMENC/PSAMPLE table.

Objects Modified

The following objects were modified in this release:
e Function Module /PMENC/P_CONVERT_VALUE
e Table /PMENC/PSAMPLE

1.4.1

Decryption User Exit Issue
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Prior Release Issues Addressed

Version

Description

Associated Tickets: FP-DEV 3

The authorization check requiring the /PMENC/FAILURES program to be run from
the XiSEcure menu has been disabled to allow the program to be run as a
background job.

Decryption User Exit Issue
Associated Tickets: FP-PM 903

Modifications were made to ensure the decrypt user exit is called correctly from
various functional modules.

Object(s) Modified

The following objects were modified in this release:
e Program /PMENC/FAILURES
e Function Module /PMENC/P_CONVERT_VALUE

1.5.0

Decryption Authority Check PUE Missing from IMG
Associated Ticket: FP Dev-292

Added a new user exit, to the XiSecure IMG. The decryption authority check
PUE does a decryption authority check in XiSecure for tokenization (this was
previously done in the PCMA IMG).
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Prior Release Issues Addressed

Version |Description
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Associated Ticket: FP Dev-223

A change was made to the conversion routine to remove gaps from the credit
card number number. This took care of any issue when a card is entered with
gaps (such as 4444 3333 2222 1111) allowing it to properly encrypt.
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2.0.0

N/A. This release is for new functionality only.
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Contact Information

Paymetric, Inc.

Global Headquarters

11175 Cicero Drive, Suite 175
Alpharetta, GA 30022
http://www. metric.com
Phone: (678)-242-5281

Fax: (866) 224-5867

Paymetric Customer Support
https://s rt. metric.com
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